OS/OCIO – Zoom Rules of Behavior 

OS/OCIO customers that have a mission-critical need to participate in multilateral forums and intergovernmental/international negotiations now may be granted an interim approval based on successful implementation of the following procedures: 

· Once there is an identified mission-critical need to participate in a Zoom meeting, the corresponding system owner or authorizing official shall request approval through the OS/OCIO by contacting the ServiceDesk and submitting a ticket.

· The approvals will contain explicit limits on approval duration, e.g., the timeframe of a meeting.

· Customers will use the internet browser-based Zoom and will NOT download the Zoom client. Google Chrome is required to provide the best user experience. 

· Personnel may not be the organizer or originator of a Zoom meeting and may only participate in meetings that are hosted on the government instance of Zoom (Zoom for Government – zoomgov.com).

· Personnel may not provide non-public sensitive information, to include PII and BII, during a Zoom meeting.

· Devices using Zoom products must be physically isolated from any DOC network(s).  

· Each device participating in a Zoom meeting must have a current Anti-Virus product with current signatures installed to protect them from potential infection.  

· Upon completion of the Zoom meeting, the internet browser will be closed. The computer will be scanned using OS/OCIO approved Anti-virus solution.  Any alert for potential or actual malware must be reported to the ESOC within one (1) hour of discovery.

· OCIO must ensure all devices participating in a Zoom meeting are patched using OSE patching solution. 


*** Please contact the Zoom meeting organizer to ensure they enable join from the browser link. ***
